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Unified View of IoT and CPS

• Similar in networking architecture

– Communication modules to things for networking

• Difference in applications

– Hardware, OS/Firmware, Software, Networking, Data
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Risk Analysis Framework
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Misconception
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IoT security and privacy issues are 

caused by expensive secure hardware



Hardware and Costs Causing 

Security Problems?

• Modern security chips can be cheap

– $0.55 Microchip ATECC608A crypto 

coprocessor: AES, ECC, HMAC, SHA-256, 

and RNG; Secure key storage

• We find: most of time design and 

implementation is the culprit
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Discovering Attacks against IoT on Tor

45 attacks, 

29 zero-day 

discovered 

through LLM
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Discovering Smart Building 

Protocol BACnet Vulnerabilities
15 BACnet 

and 5 KNX 

devices & 

software 

through 
fuzzing 

and LLM
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Thoughts

• LLM and AI can play a big role to 

automate vulnerability discovery

• How much data to feed into the LLM and 

AI for discovery vs privacy?

• LLM and AI for real-time discovery?

• General prompt engineering theories for 

security?
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